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UltraVNC — 310
nporpamMmmMmHoe obecneyeHume
0151 yaoaneHHoro
YMpPaBJEHUNSA C OTKPbITbIM
MCXOOHbIM KOOOM W
nporpamMmmMmHoe obecneyeHume
0J1s1 O4HOBPEeMEHHOr o
NPOCMOTpPa U
B3aUMOOENCTBUSA C
HECKOJIbKUMUN pabovynmn
CTOJ1IaMWN Ha yOaJIeEHHOM
KoMnbloTepe. OH
pa3paboTaH, 4TOObLI




NMNO3BOJINTb OAHOMY
4yeJsiIoBeKY NpocMaTpuBaThb
N YNPaBATb HECKOIbKNMMU
paboynmMm cToslaMun Ha
yAanNeHHOM KoMMbloTepe
yepes noagkato4yeHme K
NHTepHeTy. 3putenb
MOXKeT
B3aMOOENCTBOBATb C
OKHaMW Ha yaaJieHHOM
paboyem cToNe, BKJOYas
3aMNyCK, OCTaHOBKY,
CcBepTbiBaHUe,
pa3BepTbiBaHNE, 3aKpbITNE
n nepemelteHune. UltraVNC




— 3T0 becnnaTHoe
nporpaMmmMmHoe
obecnevyeHue, KoTopoe
pacnpocTpaHaAeTCcs nona
nnueH3snen GNU General
Public License. UltraVNC
Bbillen B 1997 roay n 6bi
HanuncaH Ha C. UltraVNC —
becnnaTtHasa aNbTepHATUBA
»xectkoMy VNC. TightVNC
npenHa3HavyeH ons
MCMNOJ1Ib30BAaHUSA TOJIbKO C
HEKOTOPbIMU Beb-
bpay3epamu, UltraVNC
MO>XHO NCMOJIb30BaThb C




pagom Beb-b6pay3epos.
UltraVNC Bknto4aeT B ceb4
MHO>XEeCTBO (PYHKLNN, He
BKNtOYeHHbIX B TIghtVNC:
MHO>XeCTBEeHHbIN BblIOOP C
MOMOLLbIO MepeTackMBaHUA
NN CcoMeTaHnn KnasuL
ONA NoOOEPXKKN
naHoOpPaMnNpoBaHNA,
MaCLUTabnpoBaHNA U
NPOKPYTKN paboyero
CTOJ1a, a TaK>XXe Bbibopa
obnacTtu paboyero ctona, a
TaK>XXe nepemMeLlleHna w
N3MeHeHNnsa pa3mMepa OKOH




Ha yaasleHHOM paboyem
ctone. dJononHuTeNnbHaA
noanep>XKa MbllLUN C
MOMOLLLbIO CTPOKUN MEHIO C
cCoYeTaHUSIMN KnaBuL
JlonoNIHNTEeNnbHad
noanep>XKa MblilLUn C
MOMOLbIO MaHeNn
ynpaBJlieHNA C MOMOLLbIO
CoYeTaHUN KJlaBuLl
UltraVNC Tak>Xe MoXXeT
BbIMOJIHATbL cneaytoLimne
yAaneHHble 0eNCTBUA:
CkonnpyuTe BblbpaHHbIE
3/1eMeHTbl UJIN BeCb 3KpaH




paboyero ctoJsia B bydep
obMeHa Ha CcTopoHe
KNneHTa. llepeTawmnre
HeCKOJIbKO 3JIeEMEHTOB,
NOJIHOOKPAHHbIE OKHA NN
BeCb pabo4nn CcTos Ha
yAaNeHHYIO CTOPOHY.
[loKa3aTb akKTUBHOE OKHO
(N BCe OKHAa) Ha
yAaJleHHOW CTOPOHe.
[loOKa3aTb BCe CBEepPHYyThLIE
OKHa (MNun BCe OKHa) Ha
yAaneHHOWN CTOPOHe.
[lepeMecTnTb
MOJIHOSKPAHHbIE OKHA Ha




CTOPOHY KJ/INEHTa.
[lepemMecTnTEe N U3MEeHNnTe
pa3Mmep paboyero crtona
(3TO AOCTYMHO TOJIbLKO B
TOM CJlyYae, ec/iM Ha
CTOpPOHE cepBepa
yCTaHOBJIEH napamMmeTp
«Pa3BepHYTb Ha KNNEeHTEe»)
[lepeTallmnTe 3HAYKN U
APJIbIKNA Ha yOaNeHHYIo
CTOPOHY. [lepeTawmnTte
MOJIHOOKPAaHHbIE OKHa,
yaep>XXnBasa Ha>kaTou
Knasuwy Shift. 3aTeHeHue
OKOH pabo4ero ctona




(Tonbko B Windows)
[lepenMeHoOBaThb
BbiIbpaHHOe okHO Co3paunTe
HOBbIV NMyCTOW pabo4yuni
CTO/1 Ha yOaJieHHOWN
CTOPOHe. 3Ha4YKKn, danbl N
nanky Windows MO>XHO
nepeTackmnBaTb Ha
yAOa/1IeHHYO CTOPOHY U
Cpa3y e oTobparkaTb Ha
yaoaJsieHHOM paboyem
cTone. HeBo3MOXXHOCTb
MacCLUTabunpoBaHUNA
paboyero ctosna CHMXXaeT
NPON3BOONTENIbHOCTb




yAa1eHHOro ynpasJieHUA
(MOCKOJIbKY B HEKOTOPbIX
CUTYaunax Bam npmnaeTcs
MCMOJIb30BaTb MblllUb OJ14
nepemMeLleHns yKkasaTesns
MbILLW OJ15 BbIMOJIHEHUS
Kaknx-nmbo gencrteuin). He
FOBOPS Y>Ke 0 TOM, 4YTO
YPOBEHb
MaclwTabnpoBaHMa He
HacTpanmBaeTcs. Ho
MaclTabupoBaHue C
NOMOLLIbIO MbILLW B St0bOM
cJlydae Ka>keTcd 3aHO30MW.
HYT0 KacaeTcH




NPON3BOANTENIbHOCTM,
cepBep
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UltraVNC Torrent Download
— 370 6ecnnaTHoe
KpoccnnaTtgopmMeHHoe
npunnoXxeHme ang
yOaneHHOro yrnpaBJaeHnsa v
yOa/1IEHHOI O
aOMUHUCTPUPOBaAHNS
KoMmnbioTepoB Windows,
Linux, BSD n OS X c
MCMOJIb30BaHNEM




Pa3/INYHbIX MPOTOKOJ0B,
BKJ1t0O4aHA MPOTOKOJIb
Microsoft VNC un RDP.
[PaanovyacTtoTHasa abnaung
onyxoJien no4yek BO BpeMH
bepemeHHOCTU]. B cBA3U C
yBenmyeHnem B nocnaengHume
rogbl YNC/a NMOYeYHO-
KNeTOYHbIX KapLMHOM
MHTepeceH MeToA
pagnoYacToTHOM abnauunn
OMNyXo0J1n, PACMOJIOXKEHHOW
B Noyke. Tem He MeHee
onybJINKOBaHO O4YeHb MaJ1o
OaHHbIX 0 be3onacHoCTN Y




NaLMeHTOB C XPOHNYECKOW
Mno4Ye4yHoW
HenOCTAaTOYHOCTbIO UJIN C
aKTUBHbIM 3a00/1€BaHNEM
noyek. OnuncaH cay4vawu
bepeMeHHON XXeHLWHbI 21
rooa Ha 13-n Hepene
bepemMeHHOCTW.
[Topa>keHne BepxHero
MNoJ1t0oCa NpPaBoOu MOYKMU, a
TaK>Xe napapeHasibHas
OMNyXo0Jlb NevyeHn ycrnewHo
nevynnncb MeToaoom
pagnoYacToTHOM abnauun
BO |l TpumMecTpe.




[loKa3aTenn Kposu
OCTaBaJINCb B npepgenax
HOpMbI, bepeMeHHOCTb
npoTtekasa bes
OCJIOXKHeHuW. Ilocne poaos
BbIMOJIHEHa paaunKaJibHas
HepP3KTOMUA.

[ ncTonormn4yeckoe
nccnepgoBaHmMe nokasarso
CBET/IOK/IeTO4YHbIN pakK
npaBoWu NO4Ykn. Hepes 5
MecsaueB peungnBa He
6b1s10 0OHapPYyXEHO
[@B17]). Mbl coobLwiaem o
MOCTOAHHOM Ype3MepHOM




yrnoTpebneHnm HeEKOTOPbIX
Pa3JINYHbIX FPYNMN BELWECTB
y nagmeHTtoB ¢ TCM: 12 no
OTHOLLUEHUNIO K aJIKOr0J1t0,
AJIK no oTHoweHuio K [13,
AJIK No oTHOLUEeHWNIo K
Tabaky n AJIK 1 ankorosb
BMeCTe MO OTHOLUEeHUIO K
caMmoybumcTBay. 3TOT BbIBOA
MOXXeT OblTb MCMOJIb30BaH
ons NHPoOpPMMpoBaHUA
byoyLinx nccienoBaHmm
MeXaHNU3MOB JIeHeHUNS NN
NoAXo40B K COKPaLL,EHUIO
MCMNOJIb30BaHUA




HenoaxXoOALWmnX BeLlecTB
cpeaun ntogen c TCM. B
3TOM MCCef0BaHUN
MCNOoJ1b30BaJsacChb
HauWOHaIbHaA
agMUHUCTpPaTUBHas 6a3a
OAaHHbIX 014 BblISIBJIEHUA
NauneHTOoB, BbIMNCAHHbIX
nocne TCM, KOTOpbIM
TpebyeTtca He meHee 90
oHen peabunnuntaunm v
TpebyeTca 0o 4 net
OanbHeuLlero
HabnogeHnsa. K
npenmyLlecTBam




aOMUHNCTPATUBHBLIX H6a3
OAaHHbIX, TAKNUX KaK Ta,
KOTOpas Mcrosib3oBasiacb B
3TOM UCC/e00BaHNM,
OTHOCATCS
BCEOOBbEMIOLLMNNA XapaKTep
6a3bl OaHHbIX, BosibLUOE
KOJINYEeCTBO NaLMeHTOB
OTHOCUTE/IbHO HN3Kas
CTOMMOCTb cbopa AaHHbIX.
KpoMe Toro, 3T0
nccsiegoBaHume 6bis10
pa3paboTaHo, 4TOObLI UMETb
BO3MOXXHOCTb YCTAaHOBUTb
NMHOPMaL UMD, KOTOpPaA




0ObIYHO
cobnpaetca.0gHako 6a3a
OAaHHbIX, UCMOJIb3yEMa4 B
3TOM nUccnegoBaHuMm,
MOXXeT He BKJ1I04YaTb
MHdopmMauuto 060 Bcex
NPNYNHaAX CMepTH,
NOCKOJIbKY CJly4dan CMepTun
He koaupytoTca B NHI. [na
nccsiegoBaHMsa cynunaga Mol
ncnonb3osann kogbl MKB-9
E950-E959, KoTopkle,
COrJlJaCcHO HeJaBHeEMY
o630py Nakata et al.,
OXBaTbIBAlOT O0JIbLUMHCTBO




cQly4daeB cynyunaoanbHOro
noseneHuda. (Hakata n gp.,
[@B34]). OnHaKO Mbl He
yKa3asum criocob
camoybumncrtsa, n BMnoJiHe
BO3MO>HO, YTO YPOBEHb
camoybumnctse Ha TanmBaHe
3aHN>XXeH. Pe3ynbTaThl
3TOro nccsieaoBaHmAa He
MOryT ObITb
pacrnpocTpaHeHbl Ha
apyrumx naumeHtoB ¢ TCM.
1709e42c4c




UltraVNC

SuperVNC — 3710 nopT
OPUTrNHAaNIbHOIO
KnneHTa/cepsepa UltraVNC,
cneuywnasibHO
pa3paboTaHHbIN ONS
paboTbl ¢ OC Windows. OH
ncnonbilyet NpoTokKoJ1 VNC
(RFB) n cepeep VNC,
KOTOPbIA BXOOWUT B COCTaB
Windows 95, Windows 98 n
Windows NT, n no3songeT
NoAK/04YaThbCA K
yOa/1IeHHOMY KOMMbOTEPY




yepe3 NNHTepHeT. KnneHT
npenocraBageT
rpadon4eckmnnn nHTepdenc,
B KOTOPOM Bbl MOXeTe
0TOOpPa3nNTb BUPTYasibHbIN
pabo4ynm CcToJ Ha
NIOKaJIbHOM KOMMbloTepe u
yNpaBnaTb yaal1eHHOW
MallnHown ¢ paboyero ctona
nnn otobpasnTb
BUPTYaJibHbIN Ppabo4ynin
CTOJ1 Ha yOaJiIeHHOM
KOMMNblOTEPE N YNPaBaATb
MM C JIOKAJIbHOI O
KoOMMbloTepa. KnneHTcKas




Bepcua SuperVNC Takxe
nMmeeT BO3MOXXHOCTb
nepepnaBaTb Pannbl Ha
yOa/NeHHbIN KOMMNbOTEP U C
Hero no npotokony VNC.
YcTtaHoBKa SuperVNC:
YcTtaHoBute SuperVNC 6e3
KaKnx-nmbo 3aBUCUMOCTEN.
YcTaHoBKa SuperVNC ¢
3aBUCUMOCTAMMN:
[logpep>XmBaemsblie
ornepaunoHHbIe CUCTEMbI =

OKHa MoHTa): YCTaHOBKaA




SuperVNC o4yeHb NpocCTa.
BaM HYy>XHO OyaeT cka4daTb
dann SuperVNC u
pacnakoBaTb ero. 3aTem
dannbl SuperVNC v
SuperVNC Server cnenyet
n3Bne4vyb N CKONMpoBaThb B
CUCTEMHbIN KaTanor
\SuperVNC. YcTaHOBKa
OOMNONHUTENIbHbIX hal10B:
Bbl MOXXeTe paCCMOTPEeThb
BO3MO>XHOCTb YCTaHOBKW
cnenyroLmnx
Heobs3aTesIbHbIX Pannos.,
B 3aBUCUMOCTUW OT BalUUX




notpebHocTen B
yCTaHOBKe: - PYKOBOACTBO
Nno Ha4vany paboThbl -
MHgopMaLma 0 cepBepe -
Onunn - PYKOBOACTBO -
N3y4nTe ocHOBbLI - Panibl
cnpaBku ana superVNC -
[TpMepbl KOHOUTrYypaLLNK
Ecnu Bbl pelwinTe
YCTaHOBUTb MpUMepbl
dansioB KOHpUrypauumm,
3TO OO0J1I)KHO CO34aTb
KOMuio oannoB OaHHbIX B \S
uperVNC\Configuration\Def
ault. KoHpurypauymna no




YMOAYAHUIO MOCITYXKUT
XopoLlen oTrnpaBHOW
TOYKOWN, €C/Zin Bbl XOTUTE
HayaTb C YACTOIO JINCTA.
JlononHWTEeNIbHbIE
cBelleHua o npotLiecce
YCTaHOBKW CM. B pawnne
cnpaBkW. HacTpounka
SuperVNC: B npouecce
YCTAaHOBKW MO YMOJ4YaHUIO
BaM OyneT npensyioxXeHo
YCTaHOBUTb 00pa3Libl
dansioB KOHPUrypauyumn.
ECcnn Bbl y)XKe YCTaHOBUJIN
SuperVNC, Bbl MOXeTe




MCMOJZIb30BaTb OOVNH U3
npumepoB hanioB
KOHUrypaumm, He
3aTparmBas TeKyLLyto
YCTaHOBKY. EC/ZIn Bbl XO0TUTE
N3MEeHUTb KOHMPUrypauunto
npunMepa KOHpUrypaunm
Mo YMOJTYaHWIO, BaM HY>XHO
byoeT oTpefaKTNpoBaTh
cnepywowme bannsbl: -
\SuperVNC\Config\vnc.ini -\
SuperVNC\Config\options.ini
-\SuperVNC\Config\sample.
inl - \SuperVNC\Config\sam
ples.ini KaTanor




\SuperVNC\Config Tak»xxe
COAEepPXUT hannbl CripaBKu.
Dannbl KOHPUrypaunm
byoyT cooep>xaTb
KOMMeHTapun,
yKa3blBaloLle Ha
MCnonb30BaHMe
OOMOJIHUTENbHbIX PYHKUNN
05 BbibpaHHON
KOH(PUrypaumn. 3anyck
SuperV
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nporpaMmMHoe pelieHune
ONA yOoaneHHoro
yrpaBJieHnd
KoMnbloTepamMmm Unix n
Windows. OH no3BoJideT
nobomy nosb3oBaTesto
nosly4yaTb OOCTYM,
KOHTPOJINPOBATb U
aOMUHNCTPUPOBATL JIIOOOIN
KoMmnbioTep Windows mnnwu
Unix yepe3 NNHTepHeT.
UltraVNC obecne4ymnBaeT
MONTHO3KPAHHBLIN NPOCMOTP
yOasleHHbIX pabo4ynx
CTOJI0B C TOYHOCTbIO A0




nuKcens, C
becrnipeueneHTHON
NPON3BOONTEJIbHOCTbIO,
CTabunbHOCTbLIO,
CKOPOCTbIO U
HagexXHocTbto. UltraVNC
Obbin1 pa3paboTaH C yyeToM
notpebHocTen pa3paboTku
NPOrpaMMHOro
obecneyeHuns, B
pe3yJibTaTe 4yero
nporpaMmmMmHoe obecneyvyeHune
Obl10 0O4YEHb JIerko
yCTaHaB/MBATb,
HaCTpauBaTb ©




AAMUHNCTPUPOBATD.
UltraVNC ncnonbsyeT
COBpeMeHHble coegnHeHUA
UDP/IP n TCP/IP c manowu
3a0epP>XXKon oA
noakJito4eHna K pabovyemy
ctony. OH Takxe
npenocTaBsisgeT
KOMMYHUKALLIMOHHbIV
KOMMOHEHT, KOTOPbI
noaaep>XXmBaeT pas3JindHble
MPOTOKOJbI
ayTeHTUMPUKaunnm, Takme
Kak X-login, Kerberos n NIS.
AyTeHTUpnKaumns




HeobdA3aTesibHa, HO
pekoMeHayeTCcsa Ond
ayTeHTUMPUKaLnn
nonb30oBaTeNnen
KoMnbloTepoB C NIS nnan
Kerberos. 2To Takxe
HaCcToATEeNIbHO
pekoMeHayeTcsd, Koraa
KakKnM-nnbo yaaneHHbIM
nosib3oBaTensam TpebyeTcs
OOCTYMN K 0O4HOW
KOMMbIOTEPHOW CUCTEME C
MCMOJZIb30BaHNEM YYEeTHbIX
OaHHbIX 019 BXO4a U3
OpYyron KOMNbIOTEPHOWU




CUCTeMbl. TexHn4eckmne
XapPaKTEPUCTUKI:
OpueHTaumna on3amnHa:
YHUBEPCaJbHbIN
Tpebyemoe MecTo Ha
nncke: 150 Mb CeTteBble
TpeboBaHUNSA:
[logpanep>xmnBaemsble
npoTtokonbl - TCP/IP UDP/IP
(oaQHOaopecHaqa nepenaya)
[logpep>XmBaemsblie
yaaneHHble n3obpakeHns:
Windows 2000, Windows
XP, Windows 2003,
Windows Vista, Windows 7/,




Windows 8, Windows 10
Unix — Linux, OpenBSD,
NetBSD, FreeBSD
[Topnep>XxmBaemsble
yAaNeHHbIe NPUI0XKEHUNA:
Microsoft Windows XP,
Windows 7, Windows 8,
Windows 10 OS X —
CepBep OS X
[TpenmyLlectBa UltraVNC:
1. NpocTOoTa yCTaHOBKUN 2.
PaboTaeT Ha bonbLuem
KOJin4ecTBe KOMMbIOTEPOB
3. ApyxentobHbin C
arnapaTHbIMU pecypcaMin




4. bbICTpO 5. NpUATHBLIN BED-
MHTepdenc YCTaHoBUTE
UltraVNC: UltraVNC
PACNPOCTPAHAETCHA KaK B
BUae
caMopacnakKoBbIBalOLLErocH
apxuea Windows mnnm Unix,
TakK 1 B Buage panmna TAR,
3aapxunBnpoBaHHoro GZIP.
B oonoJIHEeHNe K 3TOMY VY
BaC eCTb BO3MO>XHOCTb
3arpy3nTb YCTAaHOBLUWK.
Bepcuna UltraVNC ons
Windows ycTaHaBIMBaeTCH
6e3 npobnem, ecsin Bbl




MCcrnonb3yeTe npunaraemyio
nporpamMmy yCTaHOBKW
FreeDOS. KaXXabll peXXum
PaboOTbl MOXKHO HACTPOUTb
NN HaACTPOUTb B hanne
KOHUrypaummn. dann
KOHUrypaunm HaxoonTcs
B Nnanke
C:\UltraVNC\ultravnc.conf.
YcTaHoBw MK UltraVNC:
UltraVNC ncnonbsyeT
BCTPOEHHbIN YCTaHOBLUUK
Kak ona Windows, Tak u
nnga Unix. UltraVNC MmoxxeT
aBTOMaTU4YeCKU




onpenensiaTb Hann4vme
KoMrnoHeHTOoB Windows wu
Unix n panna
KOHQUrypauunn.
YcTaHoBLW MK UltraVNC
Co34aaTb HOBbLIV JIOTUH U
NapoJib MOXXHO ObICTPO U
nerko. Bbl MoXXeTe co3aaThb
HEeCKOJIbKO JIOFMHOB WU
naposnen n BbibpaTb
KOMMbIOTEP




System Requirements:

Mac OS X 10.6 nnmn HoBee
[Tpoueccop 1 Ty 256 Mb
onepaTMBHON NaMATn 12
b MecTa Ha XXeCTKOM
oncke AdunpekTtX 9.0c
JlonoNTHUTEe IbHbIE
npuMevyaHua: To oaHa 13
opurmHanbHblX Urp RTS,
KOoTopas pa3pabaTbiBasnachb
B Te4YeHne HeCKOJIbKNX neT
n Obl1a ynydweHa, 4Tobsbl
MMeTb NoJiHble 30 MUccnn c
OOCTUMXXEHNAMN N NYTAMN




ynydweHunsa. Mbl o4eHb
ropanmMmcs Urpon m
HajJeeMcs, 4TO BaM OHa
MOHPAaBUTCA TaK Xe, KaK U
HaMm! 2To oaHa u3
opuUrnHaJibHbIX RTS-nrp,

KOoTopad pa3pabaTbiBanacb
HEeCKOJIbKO NeT.
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