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Crircok mopToB CeTeBble U CUCTEMHBIE IIPOTPAMMBI JOIXKHEI
coo0mmaTh 000 BCEX COCTOSHUSIX IIOPTOB BEIOPAHHOTO
ycTporcTBa. K coxkaneHuno, MHOTHE IIOMYyISPHbLIE IPOTPaMMEI
He CO00IIal0T IPaBUIbHBIMA CTaTyC BEIOPaHHOTO YCTPOUCTRBA.
[TporpamMMa, KOTOPYIO BBl MOXKETE MCIIOIb30BaTh OIS
aBTOMATHUYECKOT0 CKaHMPOBaHUS U 00HAPYKEHHUS IPAaBUIIBHOTO
COCTOSTHHUS IIOPTa JII000Tr0 BEIOPAHHOTO YCTPOKCTBA. Jlerkui
B3IJIA Ha onucaHue mopToB: Wireshark Ilpu mpocMmoTpe cetu
Ba’XKHO OTCJI€KMBATh Pa3/INYHLIE Y3JIbl, TIOOK/IIOYEHHEIE K CETH.
9TO MOXKET OBITh 0COOEHHO CIIOXKHOM 3afadeli, KOrja B CEeTH
MHOT0 y3JI0B ¥ Ha BCEX HUX YCTAHOBJIEHHI PA3HLIE
omnepaloHHbIE CUCTEMEI. EC/IM BH ITIOCTOSSHHO 3a0bIBaeTe
IlepeagpeCOBEIBATL MOPTHI, BO3MOXKHO, IIPUIIIJIO BPEMS
aBTOMaTU3UPOBaTh Balll mmpoiecc. Wireshark — 3To mpusioxeHue
OJIS1 TPOCIYIIMBaHUS CETH M IMOMCKA BCEX MOOKIIIOYEHHBIX K HEH
y3110B. JIerkuu B3I/ Ha OlKMCaHue ITOPTOB: Nmap ITOT
MHCTPYMEHT UCIOJIb3yEeTCS OJIS CKAHUPOBAHUS CETHU U
oOHapyXKeHus YCTAHOBJIEHHLIX B HEM XOCTOB U CNykK0. OH TakXke
oOHapyxKuBaeT OTKPLITHE MOPTH TCP, UDP u ICMP. Jlerkuu
B3TJISI[ Ha OMMCaHue MOPTOB: Pacnucanue YToOw OTCIIEXKHBATh
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aKTHBHEIE CEaHCHI B CETH, BaXKHO OBITH B KYpPCe COCTOSHUS
rmopTa. [ 3TOro MHOTHE CUCTEMHBIE aIMUHUCTPATOPEI
co3maioT 0e32KaJIOCTHBEIE PACIKHCAHKsI, KOTOPHIE ITIOCTOSHHO
CKaHUPYIOT JIOKaIbHYIO CeTh. [Ipu co3maHuM 3TUX paClIuCaHUuM
BaKHO CJIEIUTh 3a U3MEHEHUSIMH B CTaTyce noprta. Schedulon
II03BOJISIET aBTOMATHU3UPOBATh 3T 3agauyu. Schedulon
II03BOJISIET CO3MaBaTh 0ECKOHEYHEIE aBTOMATUYE€CKHUE CEAaHCHI.
JIerkuu B3ris Ha onucaHue mopToB: IIpocTas N-kapTa MHOrOa
HeoOXOAMMO KCII0Ib30BaTh PYYHOU IOAXOM A/ ITOMCKa HYKHOU
nHPopManyu 0 ceTu. O4eHb CII0KHO KCIIOIb30BaTh KOMaHOHYIO
CTPOKY [JIs1 cOOpa AaHHBIX U UX IOCJIEAYIOIIero NCII0Ib30BaHusl.
ITO JIETKO CHeJiaTh C IIOMOIIbI0 PYUYHBIX HMHCTPYMEHTOB. MOXKHO
Hoaxke IpoaHaJIU3UPOBATh CETh C OOHUM UJIA HECKOJIbKUMHU
IIPOAYKTaMK, HO 3TO MOXKET 3aHATh BpeMs. BoT mouemy Simple
NMap npenocTaBisieT MPUI0KEHNE C TpadpUuIeCKuM
nHTepdericoM. Simple NMap — aTo GecniaTHas, MIpocTas B
MCIIOIb30BaHUM U HACTPOMKe Bepcuss NMap. JIerkuil B3risag Ha
onucanue nmoptos: Dhcpd Ecnu y Bac ects DHCP-cepsep B cety,
BaXKHO UMETH 3aIlMCh O TOM, CKOJIBKO YCTPOMCTB B CETH
nCronb3ytoT 3ToT DHCP-cepBep. KpoMe TOro, 04eHsb BaxKHO
MMEeTh TOYHYIO HH(MOPMAIIKIO 0 TOM, Kakue IP-agpeca u MAC-
anpeca nopkiouyeHsl K DHCP-cepBepy. Kaxmasa u3 aTux
3alIKiCelr COXPaHSAETCS U MOXKET MCIIOIb30BaThCS B OyOyIIeM OIS
ceTeBhIX 1ener. Dhcpd — ato memon DHCP, paboraroiuii B
cpenmax Unix. Jlerkuu
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nponyKT Ha3biBaeTcss KIWI!, on mydiiie Bcero paboTaeT Ha
nnaT@opme Microsoft Windows, u aTa ytunurta Oymer
CpaBHUBATLCA C OPYTUMU OOCTYIIHEIMU BaM IIPOAYKTaMU.
bricTpriii [TogpoOubi [TnaTdopma: Onucanue u3gaTesns: ITO
omnepalroOHHas CuCTeMa UHCTPYMEHT, T03BOJISIOIINA
IIpOCMaTPUBaTh, U3MEHSTH UMK OJIOKMPOBATh YKa3aHHbBIE
IIOPTHI/TIPOTOKOJIEL Ha VIaJIEeHHBIX KOMIbIOTEPaX U Ha3HavyaTh
npaBuia OpaHAMayspa OTPaHUYUTE MOTOK TpadrKa Yepes 9Tu
IIOPTHI/TIPOTOKOJIEL Ha JIOKAJIbHOM KOMITLIOTED. [IpoayKT
Ha3biBaeT KIWI!, 1 3Ta yTunuta cpaBHMBajIach C IONYJIAPHOU
PacmpeHHBIM MeHeaxkep Opanamayspa (AFM). ITpogykT
eIVHCTBEHHLIN B MUPE MIPOOYKT, IPEeOOCTaBISIOIINY IIOPT U
IIPOTOKOJI BO3MOXKHOCTH (punbTpanuu. Hukakas apyras
IIporpaMma He MOXKET 3TOro chenath. [IpoayKT uMeer
BCTPOEHHYIO OOQHOCTPAHUYHYIO CIPaBKy U 00y4darIie GyHKINN.
Kakas menaet ero apyruMm? KMBU! system — equHCTBeHHAas
olepalroOHHasa CUCTeMa, KOTopas MOXeT [IPOCMaTPUBATh,
M3MEHSTh UIU 3a0JIOKMPOBATh IIOPTH/IIPOTOKOJIEL. MIMeeT Tpu
«IIPOBEPKHU Ha BMEHSIEMOCTb». OYHKIINY, KOTOPHIE OIIPENeIsaioT
COCTOSHME TI0PTa U IIPOBEPSAIOT COCTOSHME ITOPTA/IIPOTOKOIIA
IIpaBUJIbHOE. €CJIA THl U3MEHUTH COCTOSAHME ITOPTa/IPOTOKOIIa Ha
OPYyToe COCTOSTHUE, BEI MOXKeTe 0e30MacHO IMTOATBEPANUTE, YTO BB
cHeslajid IIpaBUIbHOE U3MEHEHUE C 9TUM 3[APaBOMBICIIEM
IIPOBEPUTH 0COOEHHOCTH. ITOT IIPOAYKT MOXKET aBTOMAaTU4YECKH
COXpaHATh COCTOSIHKE TIOPTa U IIPOTOKOJIAa B (paiy a 3aTeM
CcO3dauTe XKypHal TOro, KaKue MOPThI/IIPOTOKOJIEI OBINK
OTKPBITHL. BBl MOXKeTe KOHTPOJIUPOBATh, IIe HaXOOUTCA (pau
J)XKypHalia ¥ KakK 4aCTO HallMCaHO. CUCTEMaA OTCJIEeXKUBAET
OTKPHBITHIE ITIOPTHI ¥ IPOTOKOJIEL M HE 3aTParuBaeTCs 110
BXOMAIIEMY UK UCXOOAIeMy TpahuKy Ha KOMIILIOTEPH UIU
ceTsb (LAN). [Ipumeuanue: YcTaHOBKa IIPOAYKTa HE BKIIIOYAET



YCTaHOBKY YTUNUTHL. OH yCTaHaBIWBaeT KOHPUTYPALIUIO
MO[IYJIb, TIO3BOJIAIOLINM UCII0Ib30BaTh IPOAYKT. [IpooyKT
MCIIONIb3YeT MMEHOBAHHYIO (PUIIbTPAIINIO, YTOOR OIIPENenTh,
Kakas ceTb Tpaduk pa3peleH. OunbTpalysa HaCcTpauBaeTCs.
[TpomykT HacTpanBaeTCs TOJILKO C IIOMOIIbI0 KOMaHIHOU
CTPOKHU. [IpOAYKT HacTpauBaeTCs TOJIBKO C IIOMOIIBIO
KOMaHJOHOM CTPOKM onuuu. [1onb30BaTeIbCKUY HHTEPHENC
IIPOAYKTa MHTErPUPOBAH B KOMaHOy IUHUSA. ITOT MPOOYKT
“MeeT BCTPOEHHYIO 'TIOJIMTUKY ITOPTOB/IIPOTOKOJIOB". TaK u
OyImeT aBTOMaTUYECKM Ha3HayaTh IIPABUJIbHEIE ITOJIUTUKY
0e30I1aCHOCTH K IIOPTAM/IIPOTOKOIaM. DTO MOXKeT Ha3HAUUTh
IIPABUJIbHYIO MMONUTUKY 0€30IIaCHOCTH ¥ KOHTPOJIMPOBATh
OOCTYII K YKa3aHHHBIE ITOPTHL ¥ TPOTOKOEL. 1eaed4ebcO
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OxHa IIponecc CeTeBor aIMUHUCTPATOP MOXKET UCIIOIb30BATh
GYHKIIMI0 «MOHUTOP Ipollecca» B «YIIpaBiIeHUU
KOMITBIOTEPOM», UTOORI OIIPENeNNTh, KaKue II0JIb30BaTENIN UIIH
KaKue IIporpaMMkbl oOpalaiTcs K mopTy. KpoMe toro, Process
Monitor MOXXHO MCIOJIb30BaTh IS OTCJIEXKMBAHUA BCETO
Tpadura TCP/UDP, kaK CTaTU4YE€CKOT0, TaK U TUHAMUYECKOT 0, U
COIMOCTaBJIATh €ro ¢ ucXomHbIM IP-agpecom unu MAC-agpecoMm
CETEeBOr0 afamnTepa. ITO MOXKET OBITh IIOJIE3HO IIPHU YCTPAaHEHUH
HeMnoJlaloK, TAaKUX KaK KOH(JIUKT IIOPTOB. JIeTKKUM B3I/ Ha
OIKCaHUE MTOPTOB: MOHUTOPUHT CETU DTOT CAUT MUCIIOJIb3YET
(dainsl cookie s XxpaHeHUs UHPOPMAIlMM Ha BallleM
KoMIbioTepe. HekoToprie u3 3Tux hainoB cookie HeE0OXOOMMEI
011 pabOTHI HAIIIEro calTa, a APyrue IOMOTalT HaM
COBEPIIEHCTBOBATLCA, JaBasd HaM HEKOTOPOe IIPeaCTaBIIeHUE O
TOM, KaK UCIIOIb3yeTCA cauT. clionb30BaHue YIIpaBlIeHUe
daumamu cookie ITomors How-To Geek — 3T0 cauT ¢
[IPAaKTUYECKUMHU PEKOMEHOaluIMM, KOTOPHIA IIOMOTaeT
II0JTb30BATENISIM PeIlaTh MOBCETHEBHEIE ITPOOIEMEI C
IIPOrPaMMUPOBAaHUEM, TEXHOJIOTUSIMU, HAYKOM, MaTeMaTUKOH,
KOMITLIOTEpPAMU ¥ BCEMU BUIaMU KOMIBIOTEPOB. JIETKUM B3rIs]I
Ha OIlMcaHue MOPTOB: MOHUTOPUHAT ceTu Portscanner — mepsoe
OecIyiaTHOE MPOrpaMMHOEe o0eclieueHre, KOTOPOEe CKaHUPYET
IIOPT ¥ 0TOOpaXKaeT MPOIeCC U UAEHTU(PHUKATOP KaKIOro
IIpoIiecca, OTKPHIBAIOIIETO IIOPT. YHUKAIbHOU 0COOEHHOCTHIO
Portscanner sBjisieTCs TO, YTO OH moaaepxKuBaeT Kak TCP, Tak u
UDP. BonbIMHCTBO CKaHEPOB HE MOTYT 0TOOpaxkarh
NIeHTU(HUKATOPHI IPOLECCOB U OTPaHuYeHH IPoToKoIoM TCP.
JIerkuu B3I Ha ONMCaHUeE IMOPTOB: [IopTCKaHePHI
Portscanner — mepBoe OecInaTHOe IPOrpaMMHOe 00ecliedeHue,
KOTOPO€e CKaHMPYEeT MOPT U 0ToOpaxKaeT MPoIlecc 1



UIeHTU(HUKATOP KaxKaoro Ipoilecca, OTKPBIBAIOILIET O MOPT.
YHUKanbHOM 0CO0€HHOCTHIO Portscanner sBiseTcst TO, YTO OH
nognepxkuBaeT Kak TCP, Tak u UDP. BoJIbIIMHCTBO CKAHEPOB HE
MOT'YT 0TOOpaxaTh HOEHTU(PHUKATOPHI IPOIIECCOB ¥ OTPAaHUYEHEI
nipoTokoioM TCP. JIerkuii B3risg Ha omlrcaHue MOPTOB:
[TopTckaHeps [100po moxkKanoBaTh B 0eTa-BePCUI0 HOBOU
IIPOTrPaMMBbI [JIs CKaHUPOBaHUd MOPTOB PortScanner! 3To
IIePBHIE IIarX B pa3paboTKe MPOrpaMMHOT0 00ecledeHusl,
IIOTOMY YTO Ha [JaHHLIM MOMEHT 3TO €IMHCTBEHHAsA MOCTYIIHAA
Bepcus. f BeI3BIBalO 00IHM HHTEPPeNnC u PyHKIINM/onepanuu
User Jlerkuu B3rjs[ Ha ONKMcaHue MOPTOB: ITopTCKaHephl
BLICTPHIY ¥ IIPOCTOU B UCIIOJIb30BAHUU CKaHEDP ITOPTOB
TCP.ITporpamMmma JOoCTyIIHA KakK OTOEJIbHOE IIPUIOXKEHUE UIIU
KakK IOOK/I04YaeMbld Moayiib Ay Microsoft NetMeeting, B
MecceHmxkepe MSN unu kak cnyxk06a Windows. Ber moxkeTte
IIEPEYUCIIUTL OTKPBITHIE B TAHHBIM MOMEHT IIOPTHI,
MIOOKJIIOYUTHCA K APYTUM XO0CTaM U TaKXKe CKaHUPOBATh UX
IIOPTHL. JIErKUM B3TJISAA Ha ONKCaHue MOPTOB: [lopTCKaHePH ITO
ckaHep nopToB TCP mis XKeCTKHUX TUCKOB HEOOJIBIIIOT0 pa3Mepa.
BrI MOXKeTe 3a KOPOTKOE BpeMs IIPOCKaHUPOBATh OUCK Ha
HaJIM4Y¥e 3allMChIBa€MBIX U UCIOJIHAEMBIX (DAaujioB U
pacrieyaTtaTh OTYET

What's New in the?

B couetanuu c Verisys VxWorks 7.0 Temneps Bbl MOXKETe TOYHO U
OBICTPO OIpeaenuTh, Kakue IopTel TCP/IP akTUBHEI B CCTEME C
nmomoIeio Tclook. Tclook MoXeT CKaHUPOBATh Balll KOMIIBIOTED

Ha Hajnu4yre OTKPHITEIX IOopTOB TCP/IP, a TakKe co3maBaTh JdaMIl



COmepKUMOro Kaxmoro aktuBHoOro mmopta TCP/IP. Capable PC
Protection — 3T0O camblli MPOCTOM, OBICTPHIM U HAEKHBIH
c1ioco0 BRISIBIIEHUS IMOTEHIMAILHEIX YSI3BUMOCTEH Ha BaleM I1K.
Capable PC Protection ckaHUpYyeT MUPOKUY CIIEKTP
ys3BuMocTern Windows, BKITI04asl SKCIIJIONTHI, HEITPaBUIbHEIE
KOH(MUTYpAILUK U IIPOCTHIE UCIOMHsAeMble (hausbl. OnpenenuTe
MamuHy Windows Brnagenbiia: OH UCIIONB3YET KIIOYU peecTpa
Windows [j1s onpefeneHust TEKYIIEro MOIb30BaTeNs,
paborTarorrero mop ynpapnerrneM Windows. 3To Takxke
II03BOJISIET 3allyCKaTh IPOBOOHUK Windows 0T UMeHHU
KOHKPETHOTO II0JIb30BaTeNsA. B HacTos1Iee BpeMs OH
MIOAIEePXKUBAET IIIMPOKUY CIIEKTP YUYETHBIX 3alliCen
II0JIb30BaTeer. YTo, eCly Ballla IIporpaMMa IIOUAeT He Tak? B
ciy4dae, KOTa Ballla TporpaMMa paboTaeT HEKOPPEKTHO,
IIaMSTHU CJIMIIKOM MHOI'O UJIA CIIMIIKOM MaJlo, UJIA OHa
BBIJIETAET, YTO BBl MOXKeTe caenaTh? OQHUM M3 aCIlIeKTOB
IIPOTPaMMHUCTa SIBIISIETCS €r0o 3HaHWE TOro, Kak o0paldaTHBATh
OmuOKY B CBOMX IIporpamMMax. O0paboTuYuK COOBITHM
UnhandledException 65111 pa3paboTaHd, 4TOOL IOMOYL BaM
oOpabaTHBaTh BO3SHUKAKIINE UCKITIOYEHNST, HE3aBUCHUMO OT
TOT'0, Pa3padaThIBaeTe JIX BH HUJIM PACIPOCTPAHSIETE
aBTOHOMHBIM HNPOAYKT. [10/IyunTe TOYHBIE CBENEHUS O CTEKE
OKU[IAIIINX BEI30BOB, TEKYII[EM IIOTOKE U CYETYHUKAaX
IIPOU3BOAUTENLHOCTHU OIS KaXXA0r'0 IOTOKA B OIIEPAIlMOHHON
cucteMe. OmipefenuTe, BLIIONMHAETCA JIM IpOorpaMMa B
KoHTeKCTe GDI unu B KoHTeKkcTe User32. Node Manager mis
Amazon Elastic Compute Cloud (Amazon EC2) — 310
MHCTPYMEHT agMUHUCTPUPOoBaHusa Amazon EC2, KOTOpPBIT
II03BOJISIET BHIIIONHATD CIEeOyIomue PyHKIMKA: OCTaHaBIXNBATh,
3allyCKaTh U OTCJIeXuBaTh 3k3eMiap Amazon EC2. Co3maiiTe
HOBBIM AMI 13 oOpa3sa. 3alyCcTUTe IPOBEPKY CETH U CIIEHAPUEB.
«KoMIIbIOTEpHAS CUCTEMA C OTKPHITHIM MCXOIHEIM KOIOM,



KoTopas paboTaeT mof yrnpaBiaeHrneM Windows ¥ UCIIOIb3YETCS
OJ151 BEITIOJIHEHUS KOMITBIOTEPHBIX BeIYKCIeHnr. OHa [OoIXKHa
OBITH CBSI3aHa C JIIOOBIMM BHEITHUMHU IIPOTPaMMaMU [IJIst
BHITIOJTHEHUS BHIYUCIIEHUH. [IporpaMMHOe o0ecriedeHne
HaMKCaHO Ha IIPOCTOM M JIETKOM B MCIIOJIb30BaHUU SI3LIKE
nporpammupoBanus PERL u OecnmaTHO.B oTnndme 0T CBOETo
KoMMepueckoro aHasiora MATLAB, oxn ocHoBaH Ha UNIX,
«BCTpOeHHbIEe CUCTEMBI CTAJIM YaCThIO HAllleX II0BCEJHEBHOU
KU3HU. Y g1 Toro, 4ToOBI 9TH CUCTEMEI PaboTasny, OHU
OOJI2KHEI OBITH CBSI3aHHI C ITporieccopoM Intel Pentium. 3toT
MO[IYJIb O4Y€Hb IT0JIe3€H OJIS JTI0Ael, KOTOPhIe XOTIAT U3Y4YUTh
BHyTpeHHOCTU Pentium (mpoueccop, MMU, kst MMU) u
[I0Ka3aTh €ro Ha BUOHOM MecTe. ¢ He 3Haro, moyeMmy Mtoru
BCEMUPHOM rOHKHU Solarbike mpoxonat B Appuke. ['oHKa
IIPOXOausia Kak



System Requirements For Easy Look At Ports:

- MecTto Ha xkecTkoM gucke: 100 Mb - MecTo Ha XKeCTKOM
oucke: 100 Mb - USB-nHakonurtens: 4 I'b - DirectX: Bepcus 9.0c
1. MHCcTpYyKLIuu 110 ycTaHOBKe 1.1. PazapxuBupyuTte apxuB B
OUPEKTOPHIO (DEKOMEHOyeM IIOMECTUTh B malnky /tools/). 1.2.
3amyctute «KerbalEscape», 4TOOH 3allyCTUTh
KerbalEscape.exe, aBTOHOMHBIN CUMYIIATOP mmoOera Kerbal
Space Program (KSP). 1.3. 3anyctute "KerbalEscape



